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Introduction to UAEPASS

UAEPASS

“The First National Digital Identity”
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"
What is Digital Identity? &

~ The online equivalent to the real
. Identity of a person or entity.

Mainly used for remote

Identification before consuming any
online service.




Introduction to UAEPASS

Previous Solutions

9

TRA'’s solution that allows
users to access multiple online
Governmental e-services using
a single account.

A3l JgAal
SmartPass

Duill

A SMART DUBAI SOLUTION

Smart Dubal’s solution that
allows users to access
eServices provided by local
entities in Dubai.




Introduction to UAEPASS

National Level Collaboration R AR A )(
) SMART DUBAI 5 |

In October 2017, Smart \—/ o e

Dubai signed an MoU with

TRA, to develop a single 8 ang0ll duodpll dygmll £g uiso Gkl

trusted digital identity 8 2ol duupell wljloll dlg.al

solution in the UAE.
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Introduction to UAEPASS .

National Level Collaboration

UAEPASS was officially
launched during GITEX
2018
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UAEPASS Features .

Single Mobile Identity
Access different services across various sectors

No reason to have multiple access
credentials.

Single Digital Identity for local and
federal entities.




UAEPASS Features .

Mobile Based Authentication
Authenticate to service providers using your smartphone

Sign in in two steps:

1. Enter any Valid Credential

Emirates ID Number, Mobile Number, or Email Address

2. Validate on your SmartPhone
Using a PIN, TouchlD, or FacelD




UAEPASS Features .

Digital Signature
Digitally sign and validate documents

Authorize on your smartphone to sign documents + O
though many digital signing services. o

Sighed documents can be easily validated on the o AN
UAE PASS portal. .

Signature Types: e

1. Advance (Low) é’ @ )

Signing a document by authentication using PIN / ¢
2. Qualified (High)

Signing a document by authentication using a signing
Password




UAEPASS Features

User Levels

Three distinct UAEPASS user levels

|®)

Basic
Unverified Authentication

No Digital Signature

.
l.\\\.\.-
Verified Advance Verified
Verified Authentication Verified Authentication
Advance (Low) Advance (Low)
Signhature Only and Qualified (High)

Signatures available




UAEPASS Features

UAEPASS Channels

Services are being provides through several channels

f/>)

1. Mobile Application
The mobile app (1OS and Android) is the main user channéel,

allowing users to register, manage their profiles, authenticate on Service
Providers’ websites, sign documents, and validate signed documents.

2. Self-service Portal

The self-service portal allows users to manage their profiles, sign
documents, and validate signed documents. Can be accessed on
uaepass.ae

3. Kiosk Application

The Kiosk application is needed to step up their accounts through biometric
verification (Fingerprint) in order to reach the Advance Verified User level,
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User Journey

Start your Journey .
Download UAEPASS Application M
@ oyl dugal @

UAE PASS

Shamlan Abdul Aziz Jumaa

Verified Account
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Upgrade your Account

’ GETITON £ Available on the < _ o

: Google Play ' App Store Share Business Card Sean




User Journey .

Sign up in 3 steps

SCAN VERIFY SECURE
Scan your Verify your Mobile Secure your
Emirates ID or Number and Account with a

Passport Email Address PIN




User Journey

Sign up in 3 steps

wil Sketch & $100% .

<

,ﬁ dyosyl dugal Scan your [D
&

N UAE PASS

i S I g n u p Scan the back of your Emirates ID or
N 3 Ste p S the photo page of your Passport

------
‘‘‘‘‘‘‘

Scan Verify  Secure

2018 © All Rights Reserved

Start scanning

\

4

wil Sketch = 3 100% (==

< Exit

Confirm
Personal Details

Please confirm your
personal information

ID Number 093 83293232489
First Name Shamlan
Last Name Jumaa

Date of Birth  01-01-1979

NaAatinnmalitu Conivatan
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User Journey

Sign up in 3 steps

\

4

ol Sketch = 2100% == wil Sketch = 2100% == wil Sketch = wil Sketch = $100% ==

4 Exit 4 Exit 4 ' £ Later

Mobile and Email Enter Create PIN Well Done

Verification Verification Code
9 @@ 9 O® % < ©
Please provide your mobile phone number Please enter the OTP code we sent you Please create a new PIN You have successfully registered
and email to continue for Digital Signning your UAE PASS account
and UAE PASS Login R

UAE+971 + Mobile Number O O O O O O O O u

Email | did not receive the OTP

Resend Code

1 2 3 1 Agc D?F
4 5 6 4 5 6
7 8 9 7 8 9

PQRS TUuv WXYZ PQRS TUuv WXYZ
0 & 0 &)
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User Journey

Alternative Sighup
Migrate from an existing Digital ID provider

)

Smarres DUSH

A SMART DUBAI SOLUTION




User Journey

Alternative Sighup

il etisalat &

- 4

Aobyl dygall
UAE PASS

Sign up
in 3 Steps

O—O—6

Scan Verify

Register this device

Secure

Recover account

Terms and Conditions

2018 © All rights reserved
Version 2.1.1

67% @ )

il etisalat

Create New Account

OR
Sign Up With:

i

Dubai ID

Smart PASS

Cancel

< Sign up

back / ¢ )JI

Dd%l

A SHARY DUBAI SOLUTION

LOG IN..

User Name

-+ Jgdall Juaus

padielf vl

Username or Email address

Password

Password

Login / Jsa

I

395k Rals

——

N\

(R

. \ °
ull etisalat 4:23 PM 67% Wl )
Cancel @& stage.smartpass.governme:

f[) Sl Jgrall
& SmartPass

Username, Mobile or Emai

Password

Forgot Password?

Don't Have an Account? Register

. Username and

. Password
[reer]
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User Journey

Final Verification
Step up account to Advance Verified level using the Kiosk

N\

2. Uoodl Ugall 2. Uadylagall
1@ ua pass @

1|

7. Uodylagall
Q UAE PASS

@ UaE PASS

Scanning fingerprint

Please place your finger on fingerprint scaner device

Gob Yl dygal 636U Lo P Lnjo
Welcome to UAE PASS Kiosk

Pisdlase Ulodb Eliunyo
Welcome Shamlan Abdulaziz

N
<z
OR
Start il
dsUayl {5)6 Lo dugall &lay JLaal Lok Left Hand Right Hand

Please insert your Emirates ID card into card reader

Copyright © 20T - UAE PASS Version 1.0.1
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User Journey

Final Verification

N

. Quobyl dugall
" UAE PASS .-

Qoopl Augall

2. Uooyl ugall
(@)

(@ uaE PasS Q@ yae pass

Terms and Condition

Please confirm your details

Cua®

Link to your mobile phone

Please open UAE PASS app and select your preferred method

UAE PASS Terms and Condition
Scan OR code Enter code on your phone
Sham'an Jumaa Lorem ipsum dolor sit amet, consectetur adipiscing elit, Lorem ipsum
dolor sit amet, consectetur adipiscing elit.
Mobile number
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Lorem ipsum
+971 52 1234567 Edit dolor sit amet, consectetur adipiscing elit
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Lorem ipsum OR
Email Address dolor sit amet, consectetur adipiscing elit.
shamlan@gmail.com Edit Lorem ipsum dolor sit amet, consectetur adipiscing elit. Lorem ipsum

dolor sit amet, consectetur adipiscing elit.

Lorem iosum dolor sit amet. consectetur adipiscina elit. Lorem iosum

Copyright © 2018 - UAE PASS Copyright © 2018 - UALPASS Copymght © 2018 - UAE PASS.
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User Journey

Final Verification

N\
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il etisalat = 12:48 PM

< QR Code Scanner

P

A Uooydugall

(@ yaE PASS

-
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nasser alnuaimi

Find nearest Kiosk to verify your account

o=o = )
aflo BeE z
r mutd
el
Enter Code Scan QR Code
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User Journey

Final Verification

4

will Sketch & 9:41 AM $100%

UAE PASS

—_— &

Authentication @ Untpass R

Enter new qualified signing password Verification successful

This password will be used for signing documents Congratulations, you have successfully verified your account
Account Level: High

@ Atleost 8 charcters long

y )

Confirm New Password © Containg lowercase lotter 9
@ Contains numbers

: L LN

Done

Capyright © 2018 - UAE PASS

Cancel
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User Journey

Authentication
Granting access to service provider Portals or Apps

LA
Nz
B

P @ ZAYED

(5] Customer G

Loginwith 4 UAE PASS

URAIQD i e

ervices Sustainability Innovation

Suppliers & Partners  About DEWA

Help & Support

Login as Customer

Usarame
Passviord
Remember Me Forgot Password
Forgot Username
Login > OR Create an Account

=

ol iogeluy o Aalam (i
Dube Clectricky & nter Authority

cdbsiee aa Q

Login as

dgsal

Login to UAE PASS

] I'm not a robot e

reCAFTCHA

\

4

4:48 PM

ullo—ia
dubainow

Login With {Q UAE PASS



User Journey

Authentication
Confirmation using UAEPASS App

wil Sketch & 9:41 AM $100% =

UAE PASS

Authentication

Cancel

atl Sketch =

<

9:41 AM

UAE PASS

Enter PIN

3 100% (mm—m"

Exit

Please enter your UAE PASS PIN

@@ (@ (@
Forgot PIN?
1 2 3
4 5 6
7 8 9
0 &

N\
=)

4
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User Journey

Document Signing
1. Signing from the UAEPASS App

wll etisalat < 6:55 PM

SAMPLE PROFESSIONAL SERVICES CONTRACT
L PARTIES:
The portics 1 this comract are the SAN DIEGO COUNTY WATER AUTHORITY, a courry
water suhurity. (the Water Astheeily) ard
(Cantractar)

1 SCOPEOF SERVICES:

The services 1o be provided by Contractor |are described in Atachment A] fare (describe within
reragraph)}

L PAYMENT:

(3)  Payment foe services. [Opsion 1] The Waser Awharity shall pay for services in 3
[Sp—y wpos salisfactoey completion of the services and delivery of the
work predust

[Option2]  The Water Awheriy shall pay foc services performed in accordance with this
comtract acconding 1o the payment and foe schedule comtained in Aachment B

[Option 3] The Water Authcrey shall pay for services periommed im accendsmce with thix
t an hourty ra of $

[Option 2] Costractor will be relmbursed fur actual, ressonable snd neccssery expeses
iocumned i the performance of services i sccodince with fhe experne reimbursemt schedue
included i Attackmere B

(c)  Maxmum payment. The maximurs paymeet uder this comract for services and, if
sugborind. resburmcment of expenes, sholl nut exceed §

) lovuices. [Optiom 1] As invuice Sor scrvices shall be submitied spea corspietion of all
al Option. I ibctcat of cxpess f e, Corck sy
xpmscs, incluisg cppuprisic documenttion of each
crpeaseimured. The Water Aty senerally will process and pay bels within thaty (30)
days from receipt.

[Optian 2] Al myeices Sor services will be ssbrmitted an 2 monily bis 1o the Contrac

Manager. The Waker Authorsty gererally will process and pay bills wathin thirty (30) days frem

receipt. Each bil dhall i e am mvesce showng the amount of services rondered dering the

Milling peried asdl the fee Fox such services. IAddEtimal Option A. IF rcimsbunscment of exponses
1

[ PR —

Click anywhere to place your signature

Py
Cancel Document info

81% (m)

79% (mm )

6:55 PM

etisalat

SAMPLE PROFESSIONAL SERVICES CONTRACT
Lo PARTIES:
The frties 1 this contract arc the SAN mwun NTY WATER AUTHORITY, 3 courny
water auharity, (the Watcr Astheeity). [a/an]
(Cartractar

1 SCOPEOF SERVICES:

The services 10 be provided by Comtractor |are describod in Atachment A| fare (describe within
poragraph )}

L PAYMENT:

(3)  Payment foe services. (Opsion 1] The Water Autharity shall pay for services in 3
Tusmp suss oS, pos salisfitoey completion of he services and defivery of the
work prediat

[Option 2] The Water Auhocity shall pay fec services performed in accordance with this
comtract accerding 10 the payssent mnd foe schedule comained in Arachmcnt B

[Optian 3] The Water Authoriy shall pay for services perfomed im accondsece with thix
coetract at an haurty rak of S

() Reimbumemost of espenies [Option 1) The payment for services inclodes paymeet foe
il couts and cxpesacs that sasy be incured by Contracice in the performance of services

[Option 2] Cosractor will be relmbursed fur actual, res
imcumad s he parformance of services i acooadence wil
mcluded i Attackmere B

blc and ecessary exponses
he cxperne reimbursemst schedue

() Mamum payment. The maximurs paymeet uder this coreract for servives and, if
suborized. remshersesent of expermes, sholl rat exceed S,

@ lewloss. [Option 1| A lvolce o srvioes el be lmbied wpen sompleicn of o
servics. | o d. Centrackee taay
subesit manthy invoices or duaisg spproprisie

cxpease et ] The Water Aoty senealy wil pocess ad pay b wiin ety (30
days from receipt.

Opion 2§ AN iveice frsrvics will e tmtod .8 momily st e Costrc
Manager. The Water Authoesty pererally will procens and pury bills wathin thirty { 30) days from
roceipe. Fach bil shall ichade am mvesce showtng the amount of services mnl—vrd during the

Tl puiod sed the fee foe s services._Additional Option A. If of expenses

[T P

o | have read the document
Sign

N
Cancel Document info

etisalat ~ 6:56 PM

2, odyldgal
(@ yaE PASS

-
=

Please authorize the signature
operation:

Send

Cancel

Powered by UAE PASS

77% ()

Information
v

$100% (wmm

Sketch = 9:41 AM

Document Signed

You have successfully signed your
document.

Download
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User Journey

Document Signing
2. Signing from the Self-Service Portal

A Nasser Alnuaimi v @

o S|gn & Venfy Last login 07:09 pm 27 Jan 2019
n
Home
Sign Digital Signature
a
- 9 19 Nov 2021
Account
Signed
ast Signature
> cesormz s
Sign&Verify
O .
- History
Support
Type Document name Validation Date
PDF UAEPASS Maobile Application Valid 06:56, 27 Jan 2019
PDF Self-Service Portal Valid 05:03, 16 Jan 2019
o Al Camias Basial alid T

Q

Account

B

Sign&Verify

Support

<

10f1

Click anywhere to add signature

>

=\
2)

4

Document Name

Type

Validation

Document was signed by:
Signature level

Qualfed

(® 1have read the document

Doc.pdf
PDF

No valid signature

Cancel

) T
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User Journey

Document Signing
2. Signing from the Self-Service Portal

i ere to add sk l
Document Signed

Type: PDF
validation: No valid signature D +
gn&Verify
) ‘ -
Sign&Varify Document was signed by: &
® Signature level o©o
Qualified 'L‘*
N Uozidnal
& uae pass
You have successfully signed your document.
Please authorize the signalure operation: Information W
™
Sand
Cancol

¢ 1of1 > Powersd by UAE PASS Download
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FAQ A
What is UAE PASS? W\
UAE PASS is the first national digital identity, for all citizens, residents, and visitors. Allowing

you to access services across different sectors in the UAE, as well as digitally sign documents.

What do | need to register with UAE PASS?

To register with UAEPASS, download the UAEPASS application, and sign up in three easy steps.
Visiting the kiosk is only required to complete the final verification step for enabling digital
signing.

Where can | find a Kiosk?
Kiosks are distributed across the UAE, find the kiosk closest to your location at uaepass.ae

Do | need to pay for this service?
There is no charge to register and use the UAE PASS service.

What are the available UAE PASS registration channels?
Registration is only possible through the UAEPASS application. You can create a new account,
or migrate from an existing Dubai ID or SmartPass account.

Do | need to download and install the UAE PASS app to use services with UAE PASS?
Yes, it is required.

Is my digital signature legally valid under UAE law?
The UAE PASS signature is legally binding, and is equally valid to a written signature.

32



FAQ 22

[ '\.\ “
How is my digital sighature secured? (\

The entire UAE PASS Infrastructure is a secure environment with various security measures put
in place to protect your identity and signature.

What are the security features of the digital signature?
UAEPASS relies on a national PKI that utilizes industry standard signing certificates. Secure
storage of the keys is done through SE/TEE on the mobile and through a cloud based HSM

What are the security measures | should ensure while using UAE PASS?
Never share your pin or password with anyone, ensure that authorization notifications are
coming from legitimate sources that you know.

What is UAE PASS help desk number?
600.560.000

What should | do when | lose my device?

If you lose your device, you can recover your account through the selfcare portal or by visiting
the nearest kiosk. Simply follow the recovery steps to delete you profile from any previous
device, and restore the profile on a new device.

Will my UAE PASS expire? How do | know when?
Your UAEPASS expiry information can be viewed on the self-service portal. The certificates are
valid for 3 years upon creation or renewal

How can | enroll to UAE PASS via SmartPass?
After downloading the UAEPASS app, sign up by sellecting the the Smartpass option, and enter 33
your existing SmartPass credentials.



FAQ 7z

How can | enroll in UAE PASS via Dubai Id? T
After downloading the UAEPASS app, sign up by sellecting the the Dubai ID option, and enter
your existing Dubai ID credentials.

How can | sigh a document?

Signing through UAEPASS can be done using the application or through the Self-service portal.
Select the document you would like to sign and enter your PIN or signing password depending
on the signing level. After that, you will have the option to download the document with your
signature.

How can | create a Signhing Password?

A signing password can only be created after verifying your account. You’ll be prompted to
create one while completing the verification step at the kiosk. An alternative is to ‘upgrade to
high level’ from the account information at the kiosk.

How can | verify a document?

Verifying the UAEPASS signature can be done using the application or through the Self-service
portal. Select the document you would like to verify and the list of current signatures as well as
the validity of the document will be displayed.

Will my sighature expire?
The signing certificate expires in 3 years after creation. However signed documents will remain
valid even if the certificate expires.

Is there any validity period for my digital Signature?
The signing certificate expires in 3 years after creation. Renewal can be done from the kiosk or 34
the self-service portal.



FAQ 2
(R
Can | revoke my signatures in Digital content? o

Signatures on a signed document cannot be revoked after signing.

What are the digital content formats that are supported for signing.
Jpdf documents

Now that | have registered, how can | change my email address?

Your email can be changed from the UAEPASS application as well as the Self-service portal. Go
to Account -> Personal Details -> Email (edit). Enter the email you’d like to use, and validate
using an OTP.

How can | change my mobile number?

Your Mobile Number can be changed from the UAEPASS application as well as the Self-service
portal. Go to Account -> Personal Details -> Mobile Number (edit). Enter the Mobile Number
you’'d like to use, and validate using an OTP.

Can | use any international number?
Yes, as long as you have the ability to receive an SMS on that device you can use any number.

Can | modify all my personal information?
No, only your email address and mobile number can be updated.

Can | delete my UAE PASS?
No, currently the only option is to delete the app.

35



FAQ '/3
Who is eligible for UAE PASS? A\

Citizens and residents with a valid Emirates ID card are currently the only users eligible for UAE
PASS.

What is my UAE PASS identifier?
Your main UAE PASS identifier is your Emirates ID number. When you login to a service you can
use your valid email, mobile number, or Emirates ID number.

Can | change my signhing password?

You can change your signing password by revoking or renewing your current signing cerificate
and at the kiosk.

Can | change my UAE PASS PIN code?
You can change your UAEPASS PIN from the application from the Account Tab.

| lost my mobile, how can | get my UAEPASS account back?

If you lose your mobile device, you can recover your account from the UAEPASS self-service
portal and it will remove your profile from the phone you've lost, and install it on your new
device.

Which devices support UAEPASS ?
Android devices and iOS devices can run the UAE PASS application. Additionally, any currently
updated browser supports UAEPASS self-service portal.

What do | do if | receive an incompatible device notification?
If you are getting a notification that your device is incompatible please make sure you are 36
updated to the most recent OS for your device.



FAQ 7z

Is there any specific Android version or iOS version? o
Supported Android versions are from 6.0 or later\nSupported iOS versions are from 10.3.2 or
later

Is there any specific password format for the signing password ?
The password must be at least 8 characters with a combination of upper and lower case, and at
least one special character, and at least one number.

| don’t have emirates ID and/or | am living overseas, Can | still register and/or use UAE
PASS?
We currently support enrollment only to emirates ID holders.

Can | use UAE PASS from multiple devices?
Yes, you can use it for up to two devices.

| did not receive the SMS OTP code required for UAE PASS. What should | do?
Please verify that your phone number was entered correctly, as displayed on the screen. If it is
correct then please contact the helpdesk team for further assistance.

If | forgot my PIN code, what should | do?
If you forgot your UAEPASS PIN then you need to recover your account from the UAEPASS
self-service portal, which will allow you to create a new PIN.

What transactions require UAE PASS signing currently?
Currently the only service provider is Ease of Doing Business. This service will allow you to
quickly and easily sign legal documents and set up a new business with multiple partners. 37



FAQ 72N\
| am not able to login using UAE PASS. What should | do and where to report issue? o

If you are not able to login to your UAE PASS account on the self-service portal or some other
site please contact the helpdesk for further assistance.

How do | review my UAE PASS transaction history?
A full authentication history is available on the application and self-service portal

| have received an authentication request on UAE PASS mobile application but | did not
request for it. What should | do?

If you received an authentication request on your device but did not request it then please do
not confirm it, and contact the helpdesk instead.

How can | keep my UAE PASS account safe?
Make sure that you never share your password or PIN with anyone, and do not leave your
device around where it could get stolen.

How can | send a complaint regarding UAE PASS?
If you would like to file a complaint please contact support@uaepass.ae

38
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THANK YOU

For more information visit uaepass.ae



